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The functions of anomaly detection and self/non-self distinction embodied by the Vertebrate
Immune System (IS) have been a very attractive source of inspiration for the development of
innovative Artificial Immune Systems (AIS) [5] applied within the context of anomaly detec-
tion [7]. The two most popular immunological theories that have been used thus far for the
deployment of effective anomaly detection AIS frameworks are Negative Selection (NS) and Dan-
ger Theory (DT) [7]. Despite the promising results achieved thus far, they proved to have some
well documented difficulties in dealing with real world problems [7].

More recently, other promising immunological theories have been applied for the development of
new AIS anomaly detection frameworks. One of such theories is the Tunable Activation Threshold
(TAT) theory, which postulates that self tolerance and non-self discrimination is produced by
the tunable adjustment of immune cells activation thresholds on some well known enzymatic
levels [6, 4].

In the past three years we have developed a generic and context-independent AIS framework
based on TAT [2, 1, 3]. This framework embodies an immunological metaphor between immune
cells and artificial counterparts, as well as the adopted model. We have also made extensive
effectiveness tests on several problem domains, for example by processing data sets comprised
of real-world computer network traffic and have, for this case, compared the AIS performance
with one of the most commonly used signature-based IDS; the Snort-IDS. The promising results
obtained thus far motivated us to propose the following research activities:

1. Research innovative pre-processing methodologies for network traffic that could improve TAT
anomaly detection performance.

2. Extend TAT processing for other application domains where we have already made some
experiments with TAT, like email spam detection and text classification.

3. Fine tune the TAT adopted model, namely (1) New ways of calculating the signal each T-cell
receives in its interactions with the environment (i.e. network traffic or email messages) and
(2) explore and evaluate several new affinity metrics for the simulator.

4. Explore new methodologies for the optimization of the simulator run-time parameter set.
5. Develop TAT-AIS as a plug-in for the Snort-IDS system.
6. Take advantage of multi-core architectures by paralysing the cell simulator run-time cycles.

7. Develop new strategies for the deployment of TAT embedded within an ensemble context
composed by other machine learning approaches, like for example SVM. We have already
tried this approach on the free text classification domain, with very promising results.
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